[Ipunoxenne Ne2

NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOLIIUXCA
C KaxXIpIM TOAOM MOJIOJEKHU B UHTEPHETE CTAHOBUTHCS OOJIBIIE, @ IIKOJIBHUKH
OJHM W3 CaMbIX AaKTHUBHBIX II0Jb30BaTenesl Pynera. Mexay teMm, HOMHMO
OTPOMHOI0 KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET M MNpoOjembl. Ita
namsTKa JOJHKHA TOMOYb TeOe 0€3011aCHO HaXOUThCS B CETH.

KoMmnbroTepHbie BUPYCHI

KoMmbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPAMM,
OTIMYUTEIHHON OCOOEHHOCTHIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEpallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIOoM. B OOJIBIIMHCTBE CllydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3al0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. HCHOHB?)YI?I COBPCMCHHBIC OIICPAIINMOHHBIC CUCTCMbI, HMCIOIIIHUC CepBGSHBII;’I
YPOBCHB 3allIUTHI OT BPCAOHOCHLIX ITPOIr'paMM;

2.IlocTtossHHO ycTaHaBnuBaidW mayTH (UUQPOBBIE 3aIUIaTKH, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opunmanbHoro  caira paszpadborunka OC. Eciaum cymiectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3.Paboraii Ha CBOEM KOMIBIOTEpE TOJ TpaBaMH TIOJL30BATENA, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Ucnionb3y#l ~ aHTUBHUPYCHbIE  NpPOTpaMMHBIE  NPOIYKTHl ~ M3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

5.0rpannub PpU3NYECKUl JOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIHII,

6.Vcnonp3yil BHEUIHUME HOCHUTENW HHPOPMAILMM, TaKhe Kak (Quiellika, TUCK
WK (aill U3 UHTEPHETA, TOJIKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpbiBail KOMIBIOTEpHBbIE (Daiiibl, TMOJYyYEHHbIE W3 HEHAJCKHbIX
UCTOYHUKOB. Jlaxke Te (hailibl, KOTOpbIE MPUCIAN TBOW 3HaKOMbIN. Jlyulie yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 5T0 He BHI mepefadn JaHHBIX, HE TEXHOJOTHUS, a BCErO JHUIIL OPEHI,
mapka. Eme B 1991 rony Humepmaniackas KOMMaHHUS 3aperuCcTpuUpoBalia OpeHI



"WECA", urto o6o3nauasio cioBocoueranne '"Wireless Fidelity", kortopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas SBJISETCS TaKOu
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO NIaHO C
HAMEKOM Ha CTaHIAapT BbICIICH 3BykoBoW TexHuKM Hi-Fi, yTto B mepeBoze
O3HAYaeT "BBICOKAsi TOYHOCTB".

Jla, OecraTHBIA MHTEPHET-IOCTYI B Kade, OTENISIX M adpoIopTax sBISETCS
OTJIMYHON BO3MOXHOCTBIO BBIXOJa B WHTepHET. HO MHOTHE SKCIEepThl CUMTAIOT,
yTo obmenoctymabie Wi-Fi ceTu He sBs0TCS 0€30MaCHBIMHU.

CoBeTbl 110 0€301acHOCTH PabOTHI B 00IIEIOCTYIHBIX ceTax Wi-fi:

1. He mepenaBaii cBoIO JIMUHYIO HH(pOpMaIHio yepe3 oobmienoctynHsie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOJAWTH MAPOJH JTOCTYIIA, IOTHHBI H KaKUe-
TO HOMEpA,;

2.lcnonb3yil 1 OOHOBIIANM aHTUBHUPYCHBIE MporpamMmbl U Opanamayep. Tem
cCaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3.11pu ucnons3oBanuu Wi-Fi otkmoun pynkuuro "OOmumii 1ocTym K (aiinam
u npuHrepam". [lanHas (yHKUUS 3aKpbiTa MO YMOJIYAHUIO, OJHAKO HEKOTOPHIE
I10JIb30BATENIM aKTUBUPYIOT €€ JUIs y100CTBa UCIIOJIb30BaHUs B paboTe miu yueoe;

4. He wucnonw3yit mnyOaumuneii WI-FI s mepemaun JUYHBIX  JaHHBIX,
HanpuMep ISl BBIX0OJA B COLIMATIbHBIE CETH WJIM B DJIEKTPOHHYIO MTOYTY;

5. Ucnonp3yit Tonbpko 3amuineHHoe coeauHenue yepe3 HTTPS, a we HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOmieHOM Tenedone otkimroun Qynkiuio "Tlogkmrouenne k' Wi-Fi
apTomatnuecku'". He nomyckali aBTOMATMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CoununajabHble CeTH

CoumanpHbIe CETH aKTUBHO BXOJISAT B HAIly )KM3Hb, MHOTHE JIFOAU pabOTarOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3apeructpupoBaH MWLIHAPA YETOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IUIaHeThl. MHOTHE IOJIb30BATCIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETSAX, MOXKET
ObITh HalJeHAa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE HE 00S3aTEIbHO C
OJlaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO OE30IMMACHOCTH B COLIMATIBHBIX CETAX:

1. Orpanunyb ciucok Apy3ei. Y Te0st B Ipy3bsiX HE JOKHO ObITh CIy4YailHBIX
1 HE3HAKOMBIX JIIOJICH;



2. 3amuInaii CBO¥0 YacTHYIO Kn3Hb. He ykaspiBaii mapoinu, TenedoHsl, aapeca,
ATy TBOETO POXACHUS W JPYTYIO JTUYHYIO HHPOPMANUIO. 3JI0yMBIIIICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTETH
IJIaHUPYETE IPOBECTH KAaHUKYIIbL;

3.3amuiail cBo0 pemyTaluio - IepKHU €€ B YUCTOTE U 3ajaBail cebe BOmpoc:
XoTena OBl Thl, YTOOBI JPYrHe MOJB30BAaTENM BUACIH, YTO Thl 3arpy’kaeiib?
[Togymaii, mpeskJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4.Ecnu Tl TOBOPUIIb C JIOAbMHU, KOTOPBIX HE 3HAELIb, HE HCIOJb3YHl CBOE
peanbHOE UM U JPYTyIO JUYHYIO MH(OpPMAIMU: UMsI, MECTO JKUTEIbCTBA, MECTO
y4eObl U poUee;

5. N3berait pasmemenus gororpaduit B MHTtepHere, r1e Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO
OIIpEJIeIUTh TBOE MECTOMOJI0KEHNUE;

6. HpI/I perucrpanunu B COHHaJIBHOI;'I CCTHU H€O6XOILI/IMO HUCIIOJIB30BAaThH
CJIOJKHBIC IT1apOJHU, COCTOAIHNC U3 6YI(B
I/I]_II/I(bp N C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. 1151 collaibHOM CeTH, OUTHI M IPYTUX CAaUTOB HEOOXOIMMO UCIOJIb30BATh
pazHbie maponu. Torma ecnu TeOs B3JIIOMAIOT, TO 3JOYMBIIUICHHUKH TOJTy4YaT
JOCTYI TOJIKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIEeKTPOHHBbIE [ICHbI'H

DNEeKTPOHHBIE JEHbIM - 3TO OYEeHb YIOOHBIM CHOCOO MJIaTeXeH, OJHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPbIE XOTAT MOJYUYUTh 3TH JE€HBIU.

DNEeKTPOHHBIE JE€HbIY MOSBHIMCH COBCEM HEIABHO U UMEHHO HM3-3a 3TOTO BO
MHOTHX FOCyJapCTBax /10 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DYyHKIIMOHHUPYIOT U O HUX YKE TIPOIMHUCAHO B 3aKOHE, T/Ie MX
pa3nessaioT Ha HECKOJIBKO BUIOB - aHOHUMHBIC U HE aHOHWMHBIC. Pa3HuIa B TOM,
YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelracTcs IMPOBOJUTH OIepanuu 0e3
UICHTH(DUKAIIMY TTOJIH30BaTEIs, @ B HCAHOHUMHBIX MJICHTU(UKAIIAS TTOJIH30BaTEIIS
SIBJIAETCS 003aTEILHOM.

Taxxe cremyer paziauuaTh dSJEKTPOHHbIE (UaTHBIE JACHBIU  (paBHBI
roCyJapCTBEHHBbIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUATHBIE JCHBIU (HE pPaBHBI
rocyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe € IIEKTPOHHBIMU JEHbIAMU:

1.1lpuBsbxu K cueTy MOOUIIBHBIN TeseoH. DTO caMblil yAOOHBINH U OBICTPBHII
croco® BOCCTAHOBHUTH JOCTYyN K cyery. llpuBsi3aHHBIA TenepOH MOMOXKET, €CIH
3a0yJelib CBOM IUIATEXKHBIM Mapojib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;



2. Ucnons3yit omHopaszoBble maposu. llocne mepexoga Ha YCHUIICHHYIO
aBTOpHU3aLMI0 TeOe yke He OyAeT yrpokaTb OMAacHOCTb KPaKHM WJIM IepexBara
IUTATEKHOTO MAPOJIs;

3. Boibepu cnoxubiii maposib. [IpectynmHukam Oyaer He MPOCTO yraaarh
CIIO’KHBIN Maposb. HajesxHbie mapoiu - 3To Mapoju, KOTOpPbIE ColepKaT He MEHee
8 3HaKOB W BKJIIOYAIOT B ce0s CTPOYHBIE M NPONUCHBIE OYKBbI, IUPPHI U
HECKOJIbKO CUMBOJIOB, TaKWe€ KaK 3HAaK J0Juiapa, GyHTa, BOCKIUIATEbHBIN 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOJH CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIIID.

JJIeKTPOHHAA MOYTa

ONEeKTpOHHAs IOYTa - 3TO TEXHOJOTHS W MPEAOCTaBISIEMBIE €10 YCIYTd IO
IIEPECBUIKE U MOIYYECHHIO IEKTPOHHBIX COOOIIEHNH, KOTOPBIE PACIPEAEIIAIOTCS B
KOMIBIOTEPHOH ceTH. OOBIYHO 3JIEKTPOHHBIA TOYTOBBIM SIIMK BBITJISIUT
CJIEYIOIKUM 00pa3oM: UMsI_T0JIb30BaTeNsA(@uUMs_JoMeHa. Takxe KpoMe repeiadu
MIPOCTOr0 TEKCTA, UMEETCA BO3MOKHOCTh MEPEIaBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C AIEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mNpaBHIIBHBIA TIOYTOBBIM cepBuCc. B wuHTEpHETE ecTh
OTPOMHBIA BBIOOp OECIIATHBIX TMOYTOBBIX CEPBHUCOB, OJHAKO JIy4lle TOBEPSTh
TEM, KOT'0 3HACIIb U KTO NIEPBBIA B PEUTUHTE;

2. He yka3piBaii B TUYHOU ModTe JUYHYIO MHbopmaruio. Hampumep, myurine
BbIOpaTh "My3bIKaIbHBIN (hanat@" umum "pox2013" BmecTo "Temal3";

3. Mcnonp3yit ABYXdTAllHYIO aBTOPHU3alMI0. DTO KOTrJa MOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TpUChLIaeMbIil o SMS;

4. BeiOepu CI0XKHBIM TapoJib. IS KaX0T0 TIOYTOBOTO SIIHUKA JOKEH OBITh
CBOW HAJEKHbBIA, YCTOWYHUBBIN K B3JIOMY MapOJib.

5. Eciu ecth BO3MOXHOCTh HalKMcaTh CamMOMYy CBOM JIMYHBINA BOMPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6.Vcnonb3yii HECKOJIbKO TOYTOBBIX SIIMKOB. IlepBbIil ajii  yacTHOM
MIEPENNCKU C apecaTaMy, KOTOPbIM Thl IOBEPSACIIb. JTO 3JIEKTPOHHBIN aJIpeC HE
HAJI0 UCTOJIb30BaTh MPU PETUCTPALIMU Ha PopyMax U caiTax;

7.He otkpbiBaii (ailsiel U Ipyrue BJIOKEHUS B MHUCbMax, JaXKe €CIU OHH
NPUILIA OT TBOMX Apy3el. Jlydie yTouHU y HHMX, OTHPABIISUIMA JIU OHU TeOE€ 3TU
Gbaiinbl;

8.Ilocme okoH4aHuss pabOTHI Ha TIOUYTOBOM CEPBHUCE IIEped 3aKPBITHEM
BKJIAJIKHM C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeiiiT".



Ku0epOy/sIMHT WM BUPTYyaJIbHOE U3/1€BaTeIbLCTBO

KubepOymnuHr - mpeciiefoBaHue COOOIICHUSIMU, COIEPIKAIAMU
OCKOpOJIEHUS, arpecCuto, 3alyTUBAHNE; XYJIUTaHCTBO; COIUATBHOE
OOHWKOTHPOBAHUE C TIOMOIILIO PA3TNIHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIUTUHTOM:

1.He Opocaiicst B 60#. JIydmmii crioco0: MOCOBETOBAThCS KakK ceOsi BECTH H,
€ClId HEeT TOro, K KOMy MOXKHO OOpaTHThCs, TO BHadalleé YCIOKOUTHCA. Eciu ThI
HAYHEIIh OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
pa30kKeIIb KOH(PIUKT;

2.Yrpapisii cBoel kudeppenyTanuei;

3. AHOHMMHOCTH B CETH MHUMas. CYIHGCTBYIOT CITOCOOBI BBISICHUTD, KTO
CTOWT 3da AHOHMMHBIM aKKaYHTOM;

4.He cToWT BeCTHM XYJUTaHCKUA 00pa3 BHUpPTyalbHOW >XU3HU. WHTEpHET
(GuKCcUpyeT Bce TBOM JEHCTBHUS M COXpaHAET MX. YJIaluTh UX OyneT KpaiiHe
3aTPYAHUTEIIBHO;

5.Co0uro1ail CBOIO BUPTYAIIbHYIO YECTh CMOJIONY;

6. Urnopupyit  eaumHnuHblii  HeraTuB. OJHOPa30BBIE  OCKOPOUTEIHHBIC
cooOIIeHusT Jydmie UrHopupoBaTb. OOBIUHO arpeccusi IpeKpallaercs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COIIMAJTBHBIX CETAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTHPABKA COOOIICHHWHA C
OTIPE/ICTICHHBIX aJIPECOB;

8.Ecnu 1h1 cBumerens kubOepOymnuara. TBOM ACHCTBHS: BBICTYIUTH MPOTHB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA TMCHXOJIOTMYECKas IMOMOILb, COOOIIMTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHnHble cMapT(HOHBI U TUJIAHIIETHI COJiepKaT B ce0e BIIOJIHE B3POCIIbII
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMHU
KoMIibroTepamMu. OHAKO, CPEACTB 3aNTUTHI JJI TTOI00HBIX YCTPOUCTB MOKA OYEHb
Masio. TecTupoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOAUT HE Tak
MHTEeHCHBHO, Kak 1 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHHUT.

CoBpeMeHHbIE MOOMIIBHBIC Opay3ephl yKe MPAaKTHUSCKH TIOTHAJIA HACTOJIBHBIC
aHaJoOTHU, OJHAKO pacHupeHue (QyHKIMOHAIA BJeUYeT 3a €000 OOJbIIyIO
CJIOKHOCTh M MEHBIIIYIO 3aIUIIEHHOCTb.



I[aneKo HC BCC IIPOM3BOAMTCIIM BBIIIYCKAIOT 06HOBHCHI/IH, 3aKpPbIBAIOIHEC
KPUTUICCKUC YA3BUMOCTHU IJIsI CBOUX YCTPOﬁCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

- Huuero He siBsieTcs IMO-HACTOAILICMY OeCIIaTHBIM. By,ZII) OCTOPOIKCH, BCIb
Koraa TeOe npcajiaararoT OecrIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBLITBI KaKHUC-
TO IUIATHBIC YCIIYTH,

- Jlymaii, pexxae ueM otnpaButb SMS, dhoTo miam Buaeo. Thl TOYHO 3HACHID,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

- Heo6xoaumMo 0OHOBIISTE ONEpallMOHHYI0 CUCTEMY TBOETO cMapT(oHa;
- Ucnionb3yii aHTUBUPYCHBIE TPOTPaMMBI JIJ1s1 MOOMIIBHBIX T€IE()OHOB;

- He 3arpyxaii nmpmio>XeHuss OT HEM3BECTHOTO WCTOYHHUKA, BEIb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

- [Tociie Toro Kak THI BBIMACIIL C CaifTa, TJ¢ BBOAWI JIMIYHYIO MH(OPMAIIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

- [lepuoanyecku IpoBepsiid, KaKUe IJIaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMeEpeE;

- 1aBaii cBoii HOMEP MOOMIBHOTO TeNle(hoHA TOJIBKO JFOJISIM, KOTOPBIX ThI
3HaEllb U KOMY JOBEpPSEIIb;

- Bluetooth momkeH OBITH BBIKITIOUCH, KOTJIAa Thl MM HE ToJIb3yenibes. He
3a0bIBail HOT 1A POBEPSATH ITO.

Online urpsbi

CoBpEeMEHHBIE  OHJIAWH-UTPBI - 3TO  KPACOYHBIC, 3aXBATHIBAIOLINE
pasBiicueHUs, OOBEIUHSIIONINE COTHH TBHICSY YEIIOBEK MO BceMy mupy. Urpoku
HCCIICAYIOT JaHHBIA UM MHp, OOIIAOTCS APYT C JIPYroM, BBIMOJHSIOT 3a7aHus,
CpPa)arTCsd C MOHCTPAaMH M TMOJYYalOT OMBIT. 3a YAOBOJbCTBUE OHHU ILIATST:
MOKYTAIOT AUCK, OMJIAYMBAIOT AOOHEMEHT WJIU MPUOOPETAIOT KaKHUe-TO OTIUH.

Bce aTu cpeacTBa Uyt Ha NOAAEp>KaHUE U Pa3BUTHE UTPHI, & TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT OMAcaThCsl HE CTOJIBLKO CBOMX COMIEPHUKOB, CKOJIBKO
Kpa)KH TBOETO I1apoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
Urp.

OcHOBHBIE COBETHI 110 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:



1. Ecnu npyroii urpok BeAeT ceOs MIOXO WIM CO3/1aeT Tede HEMPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. HO)K&JIYﬁC)I AIMUHHUCTPATOPAM HUI'PbI HA INIOXOC ITIOBCACHUC 3TOTI'O0 UI'POKA,
KCJIATCIbHO ITPHUIIOKUTDb KaAKHUC-TO JOKA3aTCIbCTBA B BUIC CKPHUHOB,

3.He yka3biBaii muunyro nHGopMaIyo B mpodaiie urpel;
4.YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5.He ycranaBnuBaii HeopuiMaabHbIE TATYU U MOJIBI;

6. cnonb3yil cliokHbIE U pa3HbIe MapoJIy;

7. Jaxe BO BpeMsi UTPbl HE CTOUT OTKJIFOUaTh aHTUBUpPYC. [loka Thl Urpaenib,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBbIYHOM KpaXkel JEHeT U JOKYMEHTOB CErOJIHS YK€ HUKOTO HE YAUBHILb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUN 3JOYMBIIUICHHUKH II€PEMECTUIINCE B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCA "MIOOMMBIM" JIEIOM.

Tak mnosiBUIach HOBasl yrpo3a: WHTEPHET-MOLUEHHUYECTBA WM (DUIIMHT,
rJIaBHasg 1L€Jb KOTOPOTO COCTOUT B MOJIYYEHHH KOH(UICHIMAIBHBIX JaHHBIX
MOJIb30BaTENE - JOruHOB W maposieid. Ha anrnuiickom si3bike phishing unraercs
kak ¢umuHr (0T fishing - peiOHas n0Bs, password - mapob).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1.Cnenm 3a cBOMM aKKayHTOM. Eciim ThI mOjo03peBaciib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOaUMO  3a0JIOKMpOBaTh €€ W COOOIIUTH
aIMAHHUCTpATOpaM pecypca 00 3TOM KaK MOXKHO CKOpEe;

2. Ucnionw3yit Ge3omacHbie BEO-CAThl, B TOM YHCJIE€, UHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. cnone3y#i cloXKHBIE U pa3Hble Maposd. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH TIOJIy4YaT JOCTYN TOJIbKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JOMalu, TO HEOOXOAUMO TMpPEAyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIEe J0OABJIEHBI Y T€Os B APY3bSIX, O TOM, YTO T€OS B3JIOMAJIU U,
BO3MOXHO, OT TBOETO UMEHU OYyJIET pacChUIaThCs CIaM U CCHUIKU Ha (DUIIIMHTOBBIC
CAWTHI;

5.¥YcranoBu Hagexubid apodb (PIN) Ha MOOMIBHBIN TenedoH;



6.OT1kiII04M coXpaHeHue napoJs B Opaysepe;

7.He oTkpbIBaii ¢ailbl U Apyrue BIOXKEHHS B MHUCHhMax, JaKe €CIH OHH
NPUIIUTA OT TBOMX Apy3el. Jlydiie yTouyHW y HUX, OTHPABISUIA M OHU TeOe ATU
(aitb.

Hu¢posas penyrauus

[Mudposast penmyTaius - 3T0 HETaTUBHAS WM MO3UTHUBHAS HHPOPMAIIUS B CETU
o tebe. KommpomeTupyromas nHpopMmalys, pa3MenieHHas B HHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3UThCs Ha TBOeW peanpHON ku3HU. "Lludposas
penyTarus" - 3T0 TBOM UMUK, KOTOPbI hopmupyercs u3 unpopmaimu o Tede B
UHTEpHETE.

TBoe mecTo KHNTCJIIBCTBA, y‘I€6BI, TBOC (I)HHaHCOBOC ITIOJIOXKCHHUC, OCOOCHHOCTH
XapaKTepa U paCCKas3bl O OJIM3KHUX - BCE OTO HAKAIJINBAETCS B CETH.

MHorue mnoApOCTKU JIETKOMBICIEHHO OTHOCSTCS K IyOJMKAIMU JIMYHON
uHpopmaiuu B MIHTepHETE, HE MOHMMAs BO3MOXKHBIX MOCJIEACTBUM. ThI Jaxke HeE
CMOXeENIb JOTaaaThcsi 0 TOM, 4yTo doTorpadusi, pazMeiieHHas 5 JIeT Ha3ajl, cTaja
IPUYUHOM OTKa3a MPUHATH TEOs Ha padoTy.

KoMmmenTapuu, pasmenienre TBoux (ororpaduii u apyrue AEHCTBUS MOTYT
HE HMCYE3HYTh Ja)K€ IIOCJIE€ TOro, Kak Thl MX yZalaullb. Tbl HE 3HAClIb, KTO
COXpaHWUJ 3Ty HHQOpPMAIMIO, ToNaja JU OHAa B IIOMCKOBBIE CHUCTEMBl H
COXpaHWJIACh JIM OHA, a IJAaBHOE: YTO MOJYyMAalT O TeO€ OKpYXalollue JIOJH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTu mH(pOpManuio MHOTrO JIET CIYCTSI CMOXKET
00011 - Kak U3 N0OpbIX MOOYKICHU, TaK U C HAMEPEHUEM MPUIUHUTH Bpesl. ITO
MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 1O 3allIUTE HU(PPOBOI permyTaluu:

1. Ilogymaii, mpexie YeM 4To-TO IMMyOJIMKOBATh U IIEpeiaBaTh y ceOs B Oyiore
WJIN B COIMAJILHOM CETH,

2. B HacTpoiikax mpoduis YCTaHOBUA OTPaHUYCHUS HA TIPOCMOTP TBOETO
po(uIIg U ero COACPKUMOTO, CACNIald ero TOJNBKO "/yist py3eit’;

3. He pa3memniaii u He yka3biBail HHPOpMaILIKIO, KOTOPask MOKET KOro-J1moo
OCKOPOJIATH WIIH OOMKATh.

ABTOpCKOe NPaBo

CoBpeMEHHbIE IIKOJBHUKM - AaKTUBHBIE TOJIb30BaTeId  LU(POBOTrO
npoctpancTtBa. OJHAKO Jalleko HE BCE 3HAIOT, YTO II0JIb30BAaHHE MHOTUMHU
BO3MOXHOCTSIMU  1M(ppoBoro Mupa TpeOyeT  coONoJeHus MpaB  Ha
MHTEIJIEKTYyalIbHYI0 COOCTBEHHOCTb.



Tepmun "WHTEINEKTyalbHAsT COOCTBEHHOCTH' OTHOCHUTCS K Pa3IMYHBIM
TBOPCHHUSM YEJTOBEYECKOTO YMa, HAYMHAs C HOBBIX HM300pPETEHUN W 3HAKOB,
0003HavalOMUX COOCTBEHHOCTh HAa MPOJYKTHI M YCIYyTH, U 3aKaHYMBasi KHUTAMH,
dboTorpadgusimMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHME MpaBa - 3TO IIpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHUE IIPaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyZeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ynbTarax CBOEro TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0e3
paspelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJWUTH €0  IPOU3BEICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
MycKaTh B MPOKAaT, MyOJIMYHO HCIONHATH, MOKA3bIBATH/UCHIONHATE B ddUpe WiIn
pasmewats B MHTepHeTE.

Hcnons3oBanue "mupaTcKoro” mporpaMMHOTI0 00ECIICUCHHS MOKET IIPUBECTH
K MHOTMM pHUCKaM: OT MOTEPHU JAaHHBIX K TBOMM aKKayHTaM J0 OJJOKUPOBKHU TBOETO
YCTPOWCTBA, TJE€ YCTAHOBJICHA HeJeTalbHAasA Iporpamma. He crout Ttaxxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTaJdbHble M OECIUIaTHBIC MPOrPAMMBI, KOTOPHIE
MO>KHO HAalTH B CETH.

O nmopraJe

CeteBUuOK.p( - TBOH ITaBHBIM COBETUYHMK B CETU. 3/1€Ch Thl MOXEIIIb Y3HATH O
0€30IaCHOCTH B CETH TMOHSATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HUKHOBEHUU
KPUTHUYECKOM CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe MPUHSITh y4acTuE B
KOHKYypcCax U CTaTh CaMbIM IIU(PPOBBIM rpak JaHUHOM!



